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Submarine cables

• Submarine cables are of vital importance to 
the global economy and the national security 
of all States

• Over 95% of transoceanic communications is 
sent via submarine cables

• Threats/acts that can harm submarine cables:
- Fishing
- Anchors
- Natural hazards
- Terrorism
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Current Legal Regime
• The 1982 United Nations Convention on the Law of the Sea  -

sets out the legal framework within which all activities in the 
oceans and seas must be carried out (Articles 3, 21, 33, 51, 57, 
58, 79, 87, 112, 113, 114, 115 and 297)

• Its provisions are built on the provisions in the 1958 Geneva 
Conventions on the High Seas, the Continental Shelf and the 
Territorial Sea. 

• The Geneva Conventions were based on the 1884 International 
Convention for the Protection of Submarine Cables (Articles 1-
16)

• The 1884 Convention was amended by the 1886 Declaration on 
the Protection of Submarine Cables and the 1887 Protocol on 
the Protection of Submarine Cables.

• All above instruments remain in force

Presenter
Presentation Notes
Let me briefly recall that the current legal regime applicable to submarine cables in maritime zones that could be established under international law is governed by the provisions of the United Nations Convention on the Law of the Sea of 10 December 1982, in particular by the following articles: in particular articles:21(1)(c) – the coastal State may adopt laws and regulations relating to innocent passage through its territorial sea in respect of (c) the protection of pipelines,51(2) – an archipelagic State shall respect existing submarine cables laid by other States and passing through its waters without making a landfall.  An archipelagic shall permit the maintenance and replacement of such cables upon receiving due notice of their location and the intention to repair or replace them.58 (para 1) – in the exclusive economic zone, all States enjoy, subject to the relevant provisions of this Convention, the freedoms of navigation and over flight and of the laying of submarine cables and pipelines, and other internationally lawful uses of the sea related to these freedoms such as those associated with the operation of ship, aircraft and submarine cables and pipelines…79 – regulates laying of submarine cables and pipelines in the continental shelf…87 (para 1 (c) - freedom to lay submarine cables and pipelines subject to part VI of the Convention (Cont. Shelf).112-Right to lay submarine cables and pipelines.  All States are entitled to lay submarine cables and pipelines on the bed of the high seas beyond the continental shelf.113 – Breaking or injury of a submarine cable or pipeline.  Every State shall adopt the laws and regulations necessary to provide that the breaking or injury by a ship flying its flag or by a person subject to its jurisdiction of a submarine cable beneath the high seas willfully or through culpable negligence … shall be a punishable offence.114 – Breaking or injury by owners of a submarine cable or pipeline of another submarine cable or pipeline – shall bear the cost of the repairs.115 – Indemnity for loss incurred in avoiding injury on submarine cable or pipeline.  297(1) (a) – Disputes concerning interpretation or application of this Convention … shall be subject to the procedures provided for in Section 2 in the following cases: (a) when it is alleged that a coastal State has acted in contravention of the provisions of this Convention in regard to the freedoms and rights of navigation, overflight or the laying of the submarine cables and pipelines …The General Assembly is annually reaffirming that the Convention sets out the legal framework within which all activities in the oceans and seas must be carried out. Thus, UNCLOS is a clear jurisdictional framework regulating the laying and protection of submarine cables[ Beyond the outer limits of the 12 M territorial sea, the coastal State may not  (and should not) impede the laying or maintenance of cables.The coastal State has jurisdiction only over cables constructed or used in connection with the exploration of its continental shelf or exploitation of its resources or the operations of artificial islands, installations and structures under its jurisdiction.When laying submarine cables or pipelines, due regard should be paid to cables or pipelines already in position. In particular, possibilities of repairing existing cables or pipelines shall not be prejudiced.Every State has an obligation to adopt the laws and regulations to, inter alia, punish wilful breaking or injury of a submarine cable or pipeline and for indemnification for loss incurred in avoiding injury to a submarine cable.Due to the fact that beyond the limits of the territorial sea, there is a freedom of laying of cables (with certain limitations and safeguards), cable owners and operators should be able to proceed with their work even in cases of unresolved maritime boundary delimitations regarding the exclusive economic zones and the continental shelf.]The relevant provisions of the Convention build on the provisions in the 1958 Geneva Conventions on the High Seas, Continental Shelf and the Territorial Sea, respectively, which in turn had been based on the 1884 International Convention for the Protection of Submarine Cables and extended those provisions to include high-voltage cables and pipelines.  The 1884 Convention, as amended by the Declaration on the Protection of Submarine Cables of 1 December 1886 and the Protocol on the Protection of Submarine Cables of 7 July 1887, remains in force.
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Submarine cables and the 
counter-terrorism conventions

• UNCLOS remains the primary legal framework
• Under certain limited circumstances, the 1997 International Convention for 

the Suppression of Terrorist Bombings might apply

• This Convention might be applicable, inter alia, if a person "unlawfully and 
intentionally delivers, places, discharges or detonates an explosive or other 
lethal device in, into or against ... an infrastructure facility ... with the intent to 
cause extensive destruction of such a place, facility or system, where such 
destruction results in or is likely to result in major economic loss.“ (Article 2)

• An “infrastructure facility” is defined as “any publicly or privately owned 
facility providing or distributing services for the benefit of the public, such as 
water, sewage, energy, fuel or communications” (Article 1). 

• It is, however, unclear whether a submarine cable could constitute a “facility”

• 1999 International Convention for the Suppression of the Financing of 
Terrorism, Annex – contains the  Terrorist Bombings Convention.

Presenter
Presentation Notes
· The UNCLOS framework therefore establishes jurisdiction of the coastal State over certain maritime zones and of the flag State in other areas. The full implementation of the provisions of UNCLOS including through criminalization  in national law of the intentional or negligent damage to submarine cables and pipelines could therefore provide an effective remedy for States. Of course, this regime could be further strengthened by international cooperation mechanisms, such as mutual judicial cooperation and extradition agreements, where appropriate. · Although the primary international legal framework for addressing damage to submarine cables is in UNCLOS, under very limited circumstances, the argument could be made that the 1997 International Convention for the Suppression of Terrorist Bombings might apply. 164 States are currently parties to this Covention.· This Convention might be applicable, inter alia, if, pursuant to Article 2, a person "unlawfully and intentionally delivers, places, discharges or detonates an explosive or other lethal device in, into or against ... an infrastructure facility ... with the intent to cause extensive destruction of such a place, facility or system, where such destruction results in or is likely to result in major economic loss."  The Convention provides that in certain circumstances, a State party should exert jurisdiction if the offense was committed within its territory, by its nationals or on board a vessel flying its flag. States parties would also have to either extradite or prosecute an alleged offender found on their territory. However, as previously noted, this Convention could only cover a very small percentage of possible scenarios.· An “infrastructure facility” is defined by the Convention as “any publicly or privately owned facility providing or distributing services for the benefit of the public, such as water, sewage, energy, fuel or communications” (Article 1). It is, however, unclear whether a cable could constitute a “facility”. The Terrorist Bombings Convention reflects the principal “Prosecute or extradite”.  Each State Party shall adopt measures as may be necessary (a) the establish as criminal offences under each domestic law the offences set forth in the Convention; and (b) make those offences punishable by appropriate penalties which take into account the grave nature of those offences (Art. 4).The 1999 International Convention for the Suppression of the Financing of Terrorism is applicable by virtue of listing the Terrorist Bombings Convention in its Annex.  173 States are currently parties to this Convention.  Any person commits an offence under this Convention if that person by any means, directly or indirectly, unlawfully and willfully, provides or collects funds with the intention that they should be used or in the knowledge that they are to be used in full or in part in order to carry out “an act which constitutes an offence within the scope of and as defined in one of the treaties listed in the Annex” (Art 2, para. 1(a)).  
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Submarine Cables – Anti Piracy 
Instruments

• UNCLOS
• 1979 Hostage Taking Convention
• 1988 SUA Convention
• 1999 Terrorism Financing Convention
• 2005 Protocol to the SUA Convention
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Mechanisms available to States

• Universal organizations

– UN
– International Maritime Organization (IMO)
– International Telecommunication Union (ITU)

• Regional organizations

– The Association of Southeast Asian Nations 
(ASEAN)

– The Caribbean Community (Caricom)

Presenter
Presentation Notes
I would also like to recall briefly UNCLOS is the clear jurisdictional framework regulating the laying and protection of submarine cables.All concerns with the implementation of international law should be addressed to the relevant national Government (e.g., the Government of the State of which the owner or operator has the nationality).The responsibility for the implementation of the Convention, including of its articles concerning breaking or injury to cables lies with national Governments. Flag States should enforce national laws thus adopted.To assist national Governments, an international body, with the mandate of its legislative organs, could create a compilation of relevant national legislation, thus contributing to highlighting the best practices within different systems of law and under various Constitutional systems.Regarding the idea of an initiative for a new international instrument with a view to suppressing intentional destruction or damage of submarine cables or submarine cable infrastructure, or the theft such cables or willful interference with laying or repair of submarine cables, it should be noted that any such instrument would need to be in full compatibility with the legal regime established by UNCLOS.As a general rule, initiatives to negotiate and conclude a new international multilateral treaty are undertaken by States, most frequently in the context of the relevant international body. Specialized agencies which can be considered are IMO and ITU.Matters pertaining to the laying and the protection of submarine cables may also be addressed in the context of appropriate regional bodies if their Member States so decide.
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United Nations and UNCLOS
• The United Nations has always been actively 

engaged in encouraging and guiding the 
development of the international law of the 
sea and in safeguarding the rule of law in the 
oceans

• Today, through the Division for Ocean Affairs 
and the Law of the Sea (DOALOS), Office of 
Legal Affairs (de facto the Secretariat of the 
United Nations Convention on the Law of the 
Sea), it continues to be in the forefront of this 
process…

Presenter
Presentation Notes
See slide text
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Relevant Activities carried out by 
DOALOS

• Resolution 52/26 of 26 November 
1997 requested the Secretary-General 
to continue to carry out the 
responsibilities entrusted to him in the 
Convention and related resolutions of 
the General Assembly, in particular 
resolution 49/28 of 6 December1994 

• This mandate was confirmed in 
subsequent resolutions

Presenter
Presentation Notes
Activities that are relevant to the laying and protection of submarine cables are:(a) Monitoring relevant developments in the context of the preparation of the annual comprehensive report on oceans and the law of the sea;(b) Providing legal certainty as to the various limits of national jurisdiction through performing Secretary-General function in relation to deposit by States of charts and geographical coordinates concerning maritime zones, including lines of delimitation, and by giving due publicity thereto;(c) Collecting, compiling and disseminating of information on ocean affairs and the law of the sea;(d) Undertaking efforts to promote better understanding of the Convention and the Agreement in order to ensure their effective implementation;(e) Ensuring appropriate responses to requests of States, in particular developing States, for advice and assistance in implementing the provisions of the Convention and the Agreement;(f) Supporting training and capacity-building activities in the field of oceans and the law of the sea;
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Assisting the General Assembly in its 
oversight role

Presenter
Presentation Notes
Established in 1945 under the Charter of the United Nations, the General Assembly occupies a central position as the chief deliberative, policymaking and representative organ of the United Nations. Comprising all 192 Members of the United Nations, it provides a unique forum for multilateral discussion of the full spectrum of international issues covered by the Charter.It also plays a significant role in the process of standard-setting and the codification of international law. The Assembly meets in regular session intensively from September to December each year, and thereafter as required.The Assembly discusses, except where a dispute or situation is currently being discussed by the Security Council, and makes recommendations on any questions within the scope of the Charter or affecting the powers and functions of any organ of the United Nations; The Assembly initiate studies and makes recommendations to promote international political cooperation, the development and codification of international law, the realization of human rights and fundamental freedoms, and international collaboration in the economic, social, humanitarian, cultural, educational and health fields.DOALOS provides substantive support to the deliberations of the General Assembly on matters relating to oceans and the law of the sea and on sustainable fisheries.
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Report of the Secretary-General
A65/69/Add.2 (2010)

• Addressed the issue of networks and cables

• Noted the need expressed by some States to 
consider the gaps in the existing legal regime 
regarding submarine cables, a need which has been 
exacerbated by the effects of cable breakage 
incidents

• Noted that, in the interim, better implementation of 
article 113 of the Convention may help to address the 
current challenges with regard to cable and pipeline 
management

• Cited several examples of national legislation

Presenter
Presentation Notes
With an increasing reliance on networks of cables and pipelines and the expansion of these networks to cover a wider expanse of the globe,  the need was expressed by some States to consider the gaps in the existing legal regime regarding submarine cables, a need which has been exacerbated by the effects of cable breakage incidents.In the interim, better implementation of article 113 of the Convention may help to address the current challenges with regard to cable and pipeline management.Several examples of national legislation include the Submarine Telegraph Act 1885, later amended by the Continental Shelf Act 1964 and the Marine and Coastal Access Act (MCA) 2009 of the United Kingdom; the Submarine Cables and Pipelines Protection Act 1963 of Australia, as amended; and the Submarine Cables and Pipelines Protection Act 1996 of New Zealand. (A/65/69/Add.2, paragraphs 167, 168)
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GA resolution A/65/37 of 2010
• Fibre optic submarine cables transmit most of the world’s 

data and communications and hence are vitally important to 
the global economy and the national security of all States

• Submarine cables are susceptible to intentional and 
accidental damage from shipping and other activities

• These matters have been brought to the attention of States 
at various workshops and seminars

• A need for States to adopt national laws and regulations to 
protect submarine cables and render their wilful damage or 
damage by culpable negligence punishable offences

Presenter
Presentation Notes
The General Assembly, in the preamble of resolution 65/37 of 7 December 2010:[Recognized] that fibre optic submarine cables transmit most of the world’s data and communications and hence are vitally important to the global economy and the national security of all States, conscious that these cables are susceptible to intentional and accidental damage from shipping and other activities, and noting that these matters have been brought to the attention of States at various workshops and seminars, and conscious of the need for States to adopt national laws and regulations to protect submarine cables and render their willful damage or damage by culpable negligence punishable offences, 
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GA resolution A/65/37 of 2010
• “121. Calls upon States to take measures to 

protect fibre optic submarine cables and to fully 
address issues relating to these cables, in 
accordance with international law, as reflected in 
the Convention, encourages greater dialogue 
and cooperation among States and the relevant 
regional and global organizations to promote the 
security of such critical communications 
infrastructure and, in this regard, notes the 
attention given to this matter in the Okinawa 
Declaration of the eighth Asia-Pacific Economic 
Cooperation ministerial meeting on the 
telecommunications and information industry, 
held in Okinawa, Japan, on 30 and 31 October 
2010;

Presenter
Presentation Notes
It is recalled that the Okinawa Declaration of the APEC Ministerial Meeting on the Telecommunications and Information Industry which took place in October 2010 noted that  “26. International submarine cables are an important enabler for regional economic integration. We acknowledge Telecommunications and Information Working Group ’s continued efforts to enhance the protection of submarine cables by raising awareness about the criticality of this infrastructure and consolidating information to help economies to expedite cable repairs.” 
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GA Resolution A/65/38 on 
Sustainable Fisheries

• SG Report on sustainable fisheries 
• Workshop on bottom fishing
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Marine cables and pipelines in the 
context of the Regular Process for 
global reporting and assessment of 
the state of the marine environment, 
including socio-economic aspects 
The Group of Experts of the Regular Process

-Considered the economic aspects that marine cables and 
pipelines play in contributing to the development of internet, 
as a source of employment and of industrial development

-Noted, inter alia, the need for policies to protect the cables 
from damage and for capacity-building programmes in the 
management of cables and cable laying in order to avoid 
interference with other uses of the oceans.

Presenter
Presentation Notes
The issue o f marine cables and pipelines was included in the proposed outline for the fires integrated marine assessment to be prepared by the Group of Experts on the regular process established by the General Assembly.In making such proposals, the Group of Experts considered the economic aspects that marine cables and pipelines play in contributing to the development of internet, as a source of employment and of industrial development. They noted, inter alia, the need for policies to protect the cables from damage and for capacity-building programmes in the management of cables and cable laying in order to avoid interference with other uses of the oceans.However, there was no support among States for the consideration of this matter in the context of the Regular Process.
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United Nations Open-ended Informal Consultative 
Process in Oceans and the Law of the Sea

• Facilitate the annual review by the United 
Nations General Assembly of 
developments in ocean affairs

• Open to States, observers, and 
intergovernmental organizations with 
competence in ocean affairs

• Receives input from representatives of the 
major groups as identified in Agenda 21, 
in particular through the discussion panels

Presenter
Presentation Notes
In the context of the General Assembly, one of the possible forums to address issues relevant to the protection of cables is the United Nations Open-ended Informal Consultative Process on Oceans and the Law of the SeaDOALOS provides services to the Consultative Process which was Established by the General Assembly in its resolution 54/33 in order to facilitate the annual review by the Assembly of developments in ocean affairs;The Consultative Process is open to all States Members of the United Nations, States members of the specialized agencies, all parties to the Convention, entities that have received a standing invitation to participate as observers in the work of the General Assembly pursuant to its relevant resolutions, and intergovernmental organizations with competence in ocean affairs;Its format ensures the opportunity to receive input from representatives of the major groups as identified in Agenda 21 (non-governmental organizations), in particular through the discussion panels;
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United Nations Open-ended Informal 
Consultative Process (cont.)

• Deliberates on the Secretary-General's report on 
oceans and the law of the sea

• Suggests particular issues to be considered by 
the General Assembly

• Identifies areas where international cooperation 
and coordination can be enhanced

• Proposes elements for the consideration of the 
General Assembly, including in relation to 
Assembly resolutions on "Oceans and the law of 
the sea"

Presenter
Presentation Notes
Deliberates on the Secretary-General's report on oceans and the law of the sea, with a view to suggesting particular issues to be considered by the General Assembly, with an emphasis on identifying areas where international cooperation and coordination can be enhanced;Coordinated by two Co-Chairpersons appointed by the President of the General Assembly;Its format ensures the opportunity to receive input from representatives of the major groups as identified in Agenda 21, in particular through the discussion panels;Proposes elements for the consideration of the General Assembly, including, as appropriate, in relation to Assembly resolutions under the agenda item entitled "Oceans and the law of the sea";
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United Nations Open-ended Informal 
Consultative Process in Oceans and the 

Law of the Sea

• Twelfth ICP Meeting: Contributing to the 
assessment, in the context of the United 
Nations Conference on Sustainable 
Development, of progress to date and the 
remaining gaps in the implementation of 
the outcomes of the major summits on 
sustainable development and addressing 
new and emerging challenges

• Thirteenth ICP meeting: Marine renewable 
energies

Presenter
Presentation Notes
The General Assembly decided that, in its deliberations on the report of the Secretary-General on oceans and the law of the sea, the Consultative Process will focus its discussions at its twelfth meeting on contributing to the assessment, in the context of the United Nations Conference on Sustainable Development, of progress to date and the remaining gaps in the implementation of the outcomes of the major summits on sustainable development and addressing new and emerging challenges, and at its thirteenth meeting on marine renewable energies;
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Role of interested States
• UNCLOS is a clear jurisdictional framework 

regulating the laying and protection of submarine 
cables

• The matter of whether to propose an initiative in the 
General Assembly of the United Nations or in the 
context of a Specialized Agency (IMO,ITU) has 
strong political connotations and should be 
addressed by interested States

• Matters pertaining to the laying and protection of 
submarine cables may also be addressed in the 
context of appropriate regional mechanisms and 
bodies.

Presenter
Presentation Notes
See slide text
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Role of DOALOS - Providing Services to States 
and Intergovernmental Organizations

• Provision of information and advice, 
knowledge management, publications, 
Website

• Provision of technical assistance to 
States: Capacity-building

• Cooperation with intergovernmental 
organizations in strengthening the rule of 
law in the world oceans and seas

THANK YOU

Presenter
Presentation Notes
See slide text
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