Change passwords once every three months

Set a ca]endar remlnder

: Change router password and SS!D every three
| months.

: _._Check wuth your Iocal ISF’

Use dlfferent login name and password for
d tffere nt webs;tes
(Internet Bankmg Social Medla Ema;l etc )

Visit the- ofﬁcual webSIte for each :
'semce/aocountto f;nd out how to
change your password

Use complex passwords
(e.g. #S780218#03- 82e)

A mlx of uppef case Ietters [ower :
case Ietters numbers and symboEs

_Use token foa‘ZFA Avo;d us;ng SMS for ZFA

| :Obta;ntoken from banks government

bodies and supp[;ers

Devuce Security Management

"'W%/f/ %Kwyj;}%wf o

R

:(Use your mobile daia)

3Turn off dewce Wl Fx when m pubhc
:_areas f

Swntch off iocatton serwces Wi- F| end
_Bluetooth on your device when not in use

-Develop a hablt to check your dev:ce'é_'.
| settings. | o o

_Restart your mobile dev;ces and computers
'regutariy ER :

Restart moblle dewce every nfght
Tum off computers after use '

Install the iatest secunty patches for mobile
devnces operatlng systems and appinca’nons

'Venty that automatic updates are

genu;ne

: Use WebCam cover (KISScE;p) for laptops and
-moblle de\nces

Some matwales can secre’dy activate”
dewce cameras . o 5

to a alternate password that is secured.

: ?Change your CCTV cemera's defad!t:passwo_:rd '

CCTV cameras usmg the default
password are easily compromlsed




Data Securtty Management

Backup y’od’r'vai_uab_!e da{a _dh'a'ré_guia'r' basis. -

_add rmportant data..

Schedule a backup When you edlt or

| Alternate baoku;)e_u'eing' d_iffer_ent'h:a;rd drives.

Use different external USB Hard
dnves from drfferent brands

Disconnect your extemal backup storage
devrce when not in use.

To prevent malware (e.q. _
ransomware) frorn destroyrng valuable
data.: :

PaSsiN_o'rd protect s_ensi'tiv.e .da’ra'ﬁie's'. SEIREEN

| _Refe_r t_o_ sbffvﬁare dooo'me:nta‘ri.on i

'.Baokup storage devices should be Iocked ina -

. _flre rated safe or stored offsrte (e g bank s
'_deposrt box) L

Store m e cool area and en a iocked

’cebine‘(

Personal Security Management

to $1 (Default 1s usually set at $‘I 000). -

:Change SMS alert for credit card transactlons S Call your credrt card company to find

out how you can do thrs

Change “Mom” -"‘Déar' “Wife’, “Son” ..
person’s name on your contact list. Do not
;dtsclose your relaﬂonsh[ps

to thie-;_f

Moblie devrces

_é Address books and contact lrsts

Socral medla accounts

Do not share your Iogln neme or passwoa'd with
anyone '

'Not even famlly members Informatron
may be Ieaked to cnmmels

Be wary of anonymous phone calls

= “lam calE;ng from the pohce statron
.+ “Akid cryang ' ”nei'p me dad

+ "Your xxx met an accrdent

» “You have won $1 Mfllzon

* “You have a paroel

;Ef'_Stay calm and take down caﬁers

E 'partlculars

Venfy dubious clalms
. Make a pollce report if you suspect

ttlsascam




