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Category Threats Relevant Legal Framework

Traditional Security Threats Naval warfare, armed conflict, inter-state International Humanitarian Law (IHL),
military confrontation Law of Naval Warfare
Non-Traditional Security Threats Piracy and armed robbery, maritime
terrorism, IUU fishing, trafficking and United Nations Convention on the Law
smuggling, marine pollution, maritime of the Sea (UNCLOS 1982),

W‘w .. International Maritime Organization
maritime infrastructure . .
(IMO) Conventions, Regional

cooperation mechanisms, National
legislation



Domains Relevant to Maritime Security

Land Sea Undersea Cyber/Digital Space
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Protecting Critical Maritime
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Approach to Maritime Security
Governance
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In the real world, cyber Is not just zeros and
ones and bytes and bits. It's operational
technology that changes the physical world, and

that makes it dangerous.
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IT-OT Integration in the Maritime CIL
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Previously: IT and OT systems operated separately from each other and from on-land
networks.

Now: Digitalisation has led to growing interconnection between IT and OT systems in the
maritime industry.

Maritime transport involves:
Shore-based IT/OT — technologies for port and logistics operations.
Seaborne I'T/OT — systems managing ship operations.

Operational Technology (OT): Controls engines, cargo management, navigation, and
administrative functions.

Challenge: Maritime OT is less advanced and more vulnerable to cyberattacks, posing
safety risks to ships and crews.
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MARITIME CYBERSECURITY CIL

SEMT R E O N E R AT SRR LAVY
Maritime Infrastructure Key Threats Why it matters to protét ity of Singgpore
Ships GPS spoofing, ransomware, remote * Ensures safe navigation and route integrity
hijacking * Prevents unauthorized control of critical
systems

* Protects crew, cargo, and environment

Ports Terminal system hacks, data breaches, * Maintains cargo flow and global trade
access control failures stability

* Secures supply chains and customs data
* Prevents economic disruption and

smuggling
Offshore Facilities ICS/SCADA attacks, remote shutdowns, * Protects energy infrastructure (oil, gas,
wind)
cyberattacks targeting industrial control * Prevents environmental and safety
systems that can lead to physical damage, incidents
operational disruption, and safety risks * Ensures production continuity

© Copyright National University of Singapore. All Rights Reserved.



SYSTEM DOWNTIME in Critical CIL
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* Leads to significant economic loss
* (Causes damage to the corporate reputation
* Poses a serious risk to human lives

Global Impact: Cybercrime 1s projected to cost over USD 10 trillion
worldwide by 2025 (Britannia P&I Club).

Maritime Impact: While shipping accounts for a small share, each

cyberattack in the maritime sector costs organisations an average of
USD 550,000.




RISKS: NATIONAL SECURITY,
ECONOMY, ENVIRONMENT

 National Security: Security of Critical National

Infrastructures

* Environment: Damage to the marine environment

 Economy: Worldwide economic losses (If 15 Asian ports

were hacked, financial losses would be more

billion. (Lloyd’s report)

© Copyright National University of Singapore. All Rights Reserved.
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CRISIS SCENARIOS CIL
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Ship that struck Baltimore bridge lost power
twice before crash, NTSB preliminary report
ﬁnds i Reuters < >

'k '“m Six workers presumed dead after crippled cargo ship
knocks down Baltimore bridge | Reuters

© Copyright National University of Singapore. All Rights Reserved.




A SATELLITE PHOTOGRAPH REVEALS HOW THE EVER-GIVEN
WAS WEDGED ACROSS THE CANAL (SOURCE :BBC NEWS) C I I
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US offshore oil and gas rigs at
‘'significant’ risk of cyberattacks,
warns government watchdog

Carly Page / 7:01 AM PST + November 22, 2022




CNA Explains: What we know about the Singapore oil C IL
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About 400 tonnes of fuel were released into the sea on Friday. An accident over two
decades ago involved 7,000 tonnes - but that wasn't Singapore's largest oil spill ever.

& Justin Ong Guang-Xi

19 Jun 2024 06:00AM
(Updated: 04 Feb 2026 03:13PM)
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Add CNA as a trusted source to help
Google better understand and surface
our content in search results.




The number of maritime cybersecurity

103% C I L

CENTRE FOR INTERNATIONAL LAW
National University of Singapore

According to the CYTUR
report, compared to 2024,
the number of maritime
cyber incidents 1n 2025
surged by 103%, emerging
as a critical threat to
maritime safety.

Number of incidents by type of accident
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REPORTED INCIDENTS CIL
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Ransomware attack on
4 maritime software
impacts 1,000 ships

° ° a ° About 1,000 vessels have been affected by a ransomware attack against a
major software supplier for ships.

Oslo-based DNV - one of the world’s largest maritime organizations - said it
was hit with ransomware on the evening of January 7 and was forced to shut
down the IT servers connected to their ShipManager system.

“DNV is communicating daily with all 70 affected customers to update them
on findings of the ongoing forensic investigations. In total around 1000
vessels are affected,” DNV said in a statement on Monday.

“All users can still use the onboard, offline functionalities of the ShipManager
software. There are no indications that any other software or data by DNV is
affected. The server outage does not impact any other DNV services.”

© Copyright National University of Singapore. All Rights Reserved.



LAB DOOKHTEGAN CYBER ATTACK ON IRANIAN OIL TANKERS DISRUPTS
OPERATIONS

The Iranian anti-government hacktivist group “Lab Dookhtegan” (“sealed lips” in Farsi) announced on
March 18th, 2025, that it had successfully disrupted all communications for 116 oil tanker ships belonging
to two Iranian companies that are associated with the government and allegedly operate against
international sanctions. The group claims that the attack prevented commmunications both on the ship
and ship-to-shore (Satcom).

IL

FOR INTERNATIONAL LAW
| University of Singapore

Communication devices are the bottleneck of maritime vessels. While modern communications devices
can connect to multiple satellite (and terrestrial, e.g., 4/5G) connectivity services for redundancy, few
are designed for cyber resilience, and in many cases, cyber protection is even embedded within the
communications devices. This makes the ship’s communication device a single point of failure, and if a
malicious actor hacks the communication device (VSAT or other), it can take complete control over all CY‘

communications of the vessel and even spread out to the IT and OT systems.
Vi ADC nm

Lab Dookhtegan hacking group allegedly
disrupted communications of 60 Iranian
ships run by sanctioned firms NITC and
IRISL.

The hacking group Lab Dookhtegan allegedly disrupted the communications of 60 Iranian ships. The
attack hit at least 39 tankers and 25 cargo ships operated by Iranian maritime companies National
Iranian Oil Tanker Company and Iran Shipping Lines, which the US sanctioned.

Hackers breached the satellite communications company Fannava, disabling the Falcon communications
system and wiping core data. The attack left the Iranian ships blind.

The group published screenshots demonstrating they achieved root access on Linux terminals running
iDirect satellite software (version 2.6.35). The software is considered ancient and not compliant with basic
cybersecurity standards.
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Japan's biggest port, Nagoya, hit by C I L

Ransomware shuts down Toyota's export hub po R @ ) ) o apore
TECHNOLOGY Home About News v Journal v Technical Papers v Events Webinars Supplier Directi—

INTERNATIONAL

Safety and Security # , Ports and Terminals

DP World Australia hit by cyber attack

— |November 30, 2023

By Dom Magli

Cyber attack hits state-owned terminal at -y
India’s JNPT

Februa ry 22, 2022
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Low = | Lack of
Awareness National
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Existing
Challenges for _p [ Lackof Standardized
Ship Cybersecurity i
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Technical
Frameworks
for Cyber

Fragmented Regulatory
Framework for Ships and

. Other Maritime Systems
and Infrastructure




Prevention
VAV A

* Compliance

National Legislation
Criminalising Cyber Attack
* Cooperation and against Critical Maritime

Coordination Infrastructure
including Ships.

For this purpose attribution is a major
widllenge

e Compliance



Maritime Cybersecurity Governance

Prevention

Cybersecurity (cyber resilience of critical maritime Cybercrime (criminalising cyber attacks against
infrastructure) critical maritime infrastructure)

Proactive Reactive

Budapest Convention 2001; UN Convention Against
Cyber Crime 2025

Needs standards, regulation, compliance (IMO, Needs criminal law, attribution, prosecution,
flag/port state controls), risk management international cooperation



Existing Framework

IMO Resolution MSC.428(98)- entered into force on 1%t
January 2021

IMO Maritime Cyber Risk Management Guidelines
MSC-FAL.1/Circ.3
Rev 3, April 2025

The International Association of Classification Societies
(IACS) Unified Requirements: UR E26 and UR E27

ISPS Code under SOLAS

Standards and Best Practices for Implementation of Cyber
Risk Management

- To incorporate cyber risk management into their safety
management system (ISM) Code under the SOLAS.

-Non-binding guidelines which outline key functional
elements for cyber risk management : Identify, Protect,
Detect, Respond and Recover.

-Binding requirements to strengthen maritime cybersecurity
by incorporating cyber resilience into ship design and control
system. UR E26 (cybersecurity by design) and UR E27 (OEM)

-adopted to enhance security and prevent incidents
affecting ships and port facility (ship-port interface)

-ISO/IEC 27001 on information technology

-Guidelines on Cybersecurity on board ships adopted by the
industry including BIMCO, INTERTANKO



SUA Convention and 2005 Protocols

The Convention for the Suppression of Unlawful The objective of the Convention is to criminalize <+ the seizure of ships by force;
Acts Against the Safety of Maritime Navigation unlawful acts against ships and ensure that ¢ actsofviolence against persons on board
(SUA Convention), offenders are either prosecuted or extradited. ships; and
* the placing of devices on board a ship which
are likely to destroy or damage it.

Protocol for the Suppression of Unlawful Acts Extends the SUA Convention to fixed platforms * Attacks against offshore installations
Against the Safety of Fixed Platforms Located on (e.g., offshore oil rigs, gas platforms) * Seizure of platforms
the Continental Shelf (1988) * Violence against persons on platforms

* Destruction or damage to platforms

2005 SUA Protocols (Amendments to 1988 To address modern maritime security threats, » 2005 SUA Protocol, amending the 1988 SUA
Instruments) especially after 9/11 and growing terrorism Convention
concerns. * Adds:
Maritime terrorism
WMD transport

Ships used as weapons
New powers:

* Ship boarding provisions. » 2005 Fixed Platforms Protocol
» States canrequest boarding of suspect ships * Amendsthe 1988 Fixed Platforms Protocol
on the high seas * New threats added
. WMD and terrorism

. emerging threats



Key Developments in IMO Maritime Cybersecurity C 1L
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* International Maritime Organization Digitalization Strategy Approved (March 2026)

The IMO Facilitation Committee (FAL Committee) approved the IMO Strategy on Maritime Digitalization to
enhance interoperability, system standardization, data-sharing, and effective data governance across
maritime stakeholders.

* Mandatory Cybersecurity for Maritime Single Windows

The FAL Committee approved amendments to the Annex of the to the Convention on Facilitation of
International Maritime Traffic (FAL Convention) 1965 requiring Contracting Governments to implement

mandatory cybersecurity measures to protect maritime single windows in line with national legislation.

* Development of Maritime Cyber Code (by 2028)

The IMO Maritime Cyber Code is under development as a non-mandatory, flexible framework covering ships,
ports, and ship-shore interfaces, adaptable to national and regional requirements.




Relevant IMO Conventions CIL
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* The International Convention for the Safety of Life at Sea (SOLAS) 1974

* Convention on the International Regulations for Preventing Collisions at Sea,
1972 (COLREGS)

* International Convention on Standards of Training, Certification and
Watchkeeping for Seafarers (STCW), 1978
* Facilitation of International Maritime Traffic (FAL Convention) 1965



Recommendations & Way Forward CIL
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e Strengthening Flag State Implementation of the ISM Code
* Strengthening Port State Control Inspections

* Implementing IACS Cybersecurity Requirements

* Integrating cybersecurity requirements for ISPS Code Implementation
e Strengthening Domestic Cybersecurity Legal Frameworks

* Ratification of the UN Convention on Cybercrime

* Development of IMO Cyber Code (Technical aspect)

* Designating point of contact

* Information-sharing

* Inter-agency cooperation

* Regional and International cooperation




FUTURE: The IMO has determined C | 1
four degrees of Maritime it Vbt
Autonomous Ships

1. Degree one: Ship with automated processes and decision support.
Seafarers are on board to operate and control shipboard systems and
functions;

2. Degree two: Remotely controlled ship with seafarers on board.

. Degree three: Remotely controlled ship without seafarers on board.

4. Degree four: Fully autonomous ship. The operating system making
decision on its own

9

The mandatory MASS Code is intended to be adopted by 1 July 2030, with
entry into force from 1 January 2032
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