£} Routledge

-1 Taylor &Francis Group

a8 Journal of Cyber Policy

e

ISSN: 2373-8871 (Print) 2373-8898 (Online) Journal homepage: www.tandfonline.com/journals/rcyb20

Q-Day and the international legal order:
international law implications of quantum
cybersecurity disruption

Jon Truby & Omer Baysal

To cite this article: Jon Truby & Omer Baysal (15 Jul 2026): Q-Day and the international legal
order: international law implications of quantum cybersecurity disruption, Journal of Cyber
Policy, DOI: 10.1080/23738871.2026.2689321

To link to this article: https://doi.org/10.1080/23738871.2026.2689321

ﬁ Published online: 15 Jul 2026.

\]
C;/ Submit your article to this journal

A
& View related articles &'

@ View Crossmark data (&

CrossMark

Full Terms & Conditions of access and use can be found at
https://www.tandfonline.com/action/journalinformation?journalCode=rcyb20


https://www.tandfonline.com/journals/rcyb20?src=pdf
https://www.tandfonline.com/action/showCitFormats?doi=10.1080/23738871.2026.2689321
https://doi.org/10.1080/23738871.2026.2689321
https://www.tandfonline.com/action/authorSubmission?journalCode=rcyb20&show=instructions&src=pdf
https://www.tandfonline.com/action/authorSubmission?journalCode=rcyb20&show=instructions&src=pdf
https://www.tandfonline.com/doi/mlt/10.1080/23738871.2026.2689321?src=pdf
https://www.tandfonline.com/doi/mlt/10.1080/23738871.2026.2689321?src=pdf
http://crossmark.crossref.org/dialog/?doi=10.1080/23738871.2026.2689321&domain=pdf&date_stamp=15%20Jul%202026
http://crossmark.crossref.org/dialog/?doi=10.1080/23738871.2026.2689321&domain=pdf&date_stamp=15%20Jul%202026
https://www.tandfonline.com/action/journalInformation?journalCode=rcyb20

3
JOURNAL OF CYBER POLICY g Routledge
https://doi.org/10.1080/23738871.2026.2689321 & W Taylor &Francis Group

M) Check for updates

Q-Day and the international legal order: international law
implications of quantum cybersecurity disruption

Jon Truby?® and Omer Baysal®

3Centre for International Law, National University of Singapore, Singapore; “Technology & Digital Consulting
Services, Forvis Mazars in Qatar, Doha, Qatar

ABSTRACT ARTICLE HISTORY
Q-Day refers to the point at which a sufficiently powerful quantum Received 30 May 2025
computer can break widely used encryption methods, exposing Revised 14 May 2026
diplomatic, military, financial and personal data to decryption at Accepted 3 June 2026
scale. This article asks whether existing international legal KEYWORDS
frameworks are adequate for such disruption and argues that Public international law;
they are insufficient. It shows that current regimes, including the quantum computing;
Budapest Convention, the Wassenaar Arrangement, the Tallinn quantum sovereignty; post-
Manual 2.0 and international human rights law, provide only quantum cybersecurity;
partial and indirect coverage of quantum-enabled cyber risks. The technology governance
article also compares the United States, China and the European

Union to show that post-quantum cryptography (PQC) is

developing through fragmented national and regional strategies,

creating a cybersecurity weakest-link problem in an

interconnected digital environment. It argues that the emerging

risk of ‘PQC sovereignty’ may deepen fragmentation unless states

coordinate  standards and legal responses. Preserving

cybersecurity and legal stability in the quantum era therefore

requires a coordinated international response combining rapid

migration to PQC, interoperable standards, and new legal

instruments or agreed norms to address quantum-specific

vulnerabilities.

Introduction

Alan Turing’s cracking of Nazi Germany’s Enigma code was a paradigm-shifting break-
through in World War Il by enabling British intelligence to covertly access encrypted mili-
tary communications that were considered secure. The computational efforts involved
systematic analysis to solve complex mathematical puzzles used to decrypt Enigma.
The exploitation of such vulnerabilities in German encryption protocols was ultimately
a major factor in the Allied victory since it resulted in the decoding of enemy intelligence
in real-time (National Security Agency 2021). Modern encryption methods used in com-
merce, banking transactions, diplomatic cables and military communications still
depend upon complex mathematical problems but have progressed to be currently com-
putationally unsolvable. A sufficiently powerful and fault-tolerant quantum computer
could solve certain problems far more efficiently than classical machines because the
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two systems rely on different computational principles (National Institute of Standards
and Technology 2024a; Alagic 2022). Recent benchmark demonstrations such as
Google’s Willow processor suggest rapid progress towards a decryption breakthrough,
although such results do not themselves show that deployed encryption can already
be broken in practice (Neven 2024). Emerging quantum computing technologies are
expected to solve some mathematical problems that underpin widely used public-key
encryption once they are sufficiently scalable. Q-Day refers to the point at which this capa-
bility becomes operationally significant, an event where Shor’s algorithm is deployed to
crack all cryptographically dependent passwords. The principal risk is therefore not that all
digital security disappears overnight, but that currently deployed schemes become unre-
liable for protecting sensitive data unless they are replaced by post-quantum alternatives
(Baseri, Chouhan, and Hafid 2024).

Recent transformative technological breakthroughs in quantum computing therefore
have serious implications for global cybersecurity and, in turn, international law (White
House 2024). Indeed, the US Government Accountability Office (GAO) recognizes weak-
nesses in US federal planning in regard to quantum computing and its threats to critical
infrastructure (GAO 2024). A coordinated quantum attack on multiple parts of an electri-
city grid could cause prolonged regional or national power outages with cascading effects
of blackouts on banking, transportation, healthcare and beyond (World Economic Forum
2025). A study by the University of Cambridge and Lloyd’s of London modelled a cyber-
induced U.S. blackout affecting the American Northeast and estimated economic losses
between $243 billion to $1 trillion depending on the severity of the scenario (Lloyd’s
2015). A high rate of cyber incidents already target the energy sector, showing that adver-
saries are actively probing and attacking energy systems (Energy Expert Cyber Security
Platform 2017). Quantum computing would give these threat actors a far more potent
weapon.

Cryptographic encryption schemes are currently used to safeguard digital communi-
cations, financial transactions, personal bank logins and medical records, as well as mili-
tary communications and state secrets (Heathman 2017). Personal private
communications through WhatsApp are secured via encryption, and exposure of such
communications would be catastrophic for private citizens’ confidential information as
well as diplomatic channels which could result in major national security risks (WhatsApp
n.d.). Quantum computing may also threaten data integrity if existing digital signature
schemes become vulnerable. This could lead to forged records, malicious code, or
unauthorised commands becoming harder to detect, thereby undermining trust in
digital evidentiary chains and critical systems unless signature systems are migrated to
post-quantum alternatives. Q-Day could have severe consequences for military and econ-
omic security and could erode trust between states (Kirton 2022). The United Nations (UN,
2024) Secretary-General has warned that quantum’s decryption capabilities could ‘break
down entire systems’ by breaching current cybersecurity protections (UN Secretary-
General 2024). The GAO further recognises a ‘harvest now, decrypt later’ strategy by
cybercrime groups and intelligence agencies collecting and storing data in the hope of
being able to decrypt it once they have access to quantum computing (GAO 2024).
There is thus a need to transition global systems to quantum-safe encryption known as
Post-Quantum Cryptography (PQC) (Moody’s Investors Service 2023). Indeed, states
vying for PQC technology see it as a competitive advantage in being able to use
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quantum computing not only in cyber defences but also to employ it to intercept other
states’ data.

From a technical perspective, the rise of quantum computing threatens to dismantle
the Rivest-Shamir-Adleman (RSA) and Elliptic-Curve Cryptography (ECC) (Schneier
2015; Vermeer and Peet 2020) encryption standards that secure global digital communi-
cations (Brooks 2025; Preskill 2018)." In response, PQC, featuring National Institute of Stan-
dards and Technology (NIST)-standardized algorithms like Kyber and Dilithium, is being
developed to withstand quantum attacks (NIST 2022, 2024a). However, migrating
global infrastructure to PQC is a massive undertaking fraught with high costs and techni-
cal strain, where failure to update legacy systems poses a critical security risk.

This article asks whether existing public and private international legal frameworks are
adequate to address the cybersecurity disruption associated with Q-Day. It argues that
they are insufficient. Existing instruments address aspects of cybercrime, export controls,
sovereignty, privacy and regulatory compliance, but they do so indirectly and without a
coordinated framework for migration to PQC. The article’s original contribution is to
connect these legal gaps to governance risks including the emergence of ‘PQC sover-
eignty’ and a transnational ‘weakest-link’ problem created by fragmented national tran-
sitions. On that basis it advances a lex ferenda (a law that ought to be as opposed to a
law that is) case for coordinated international standards, migration timelines and legal
instruments before large-scale quantum decryption becomes operational.

The article starts by explaining the case selection and compares the post-quantum
strategies of the United States, China and the European Union. It finds that, despite
their ambitions, the initiatives from these jurisdictions remain siloed within national or
regional boundaries and lack global coordination. The article then assesses the adequacy
of existing public international law and private international law, concluding that while
the former field appears adequately prepared for advances in quantum cybersecurity,
the latter is proactively shifting to address quantum risks. However, a risk of inconsistency
and security gaps persists without overarching coordination between private and public
laws. Finally, the article identifies the principal legal gaps and proposes a coordinated
international response centred on interoperable post-quantum standards and legal
cooperation.

Comparative analysis of national approaches

This comparative section focuses on the United States, China and the European Union,
each representing an influential model of post-quantum governance. The US is driving
technical standardisation and federal migration policy; China is pursuing a state-led
and security-centred strategy; and the European Union offers a supranational regulatory
model centred on coordination and market governance. These three cases are especially
likely to shape global standards, interoperability and the risk of legal fragmentation.

United States: standardisation, migration and strategic preparedness

Viewing quantum computing as both a national security risk and a technological oppor-
tunity, the US has begun preparing for the PQC transition by seeking to develop
‘quantum-resistant algorithms’. This idea primarily seeks to develop standards by which
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businesses and the public sector can transition their existing digital infrastructure to
encryption to resist quantum computing threats. Standardised algorithms are intended
to be beneficial in compliance with legal and regulatory obligations and reduce risks
and costs involved in implementing new cryptographic measures. Once the standards
have been developed the strategy involves migration of federal systems to those new
standards, and then preparation against the threats to the private sector and critical infra-
structure. Policies, legislation and research initiatives have been initiated to deliver this
strategy. At the Federal level, President Biden in 2022 issued a National Security Memor-
andum, Promoting United States Leadership in Quantum Computing While Mitigating Risks
to Vulnerable Cryptographic Systems (White House 2022), which ordered federal agencies
to rapidly inventory and upgrade any vulnerable cryptographic systems to PQC solutions.
The Memorandum further aims to continue leadership in quantum information science,
demonstrating an intended balance between offensive and defensive interests. The
essence of this Memorandum was enshrined in law pursuant to the 2022 Quantum Com-
puting Cybersecurity Preparedness Act.

In 2024, NIST released several technical PQC standards designed to withstand cyberat-
tacks from a quantum computer (NIST 2024b). NIST has urged the immediate adoption of
these technical norms across industry and government to facilitate quantum-resistant
encryption. The Biden Administration’s 2023 National Cybersecurity Strategy (White
House 2023a) also emphasised the accelerated replacement of hardware, software and
services that may be vulnerable to quantum attacks. The Strategy encouraged industry
to achieve ‘cryptographic agility’, meaning the ability to quickly replace non-quantum-
resistant algorithms with better versions. The US National Cybersecurity Implementation
Plan further outlined specific objectives to ‘Prepare for Our Post-Quantum Future’, assign-
ing clear roles and responsibilities to relevant entities accompanied with timelines (White
House 2023b). The US National Security Agency (NSA) has itself published guidance for
National Security Systems which identifies algorithms to use in the interim until PQC stan-
dardisation is complete (National Security Agency 2022). The Cybersecurity and Infrastruc-
ture Security Agency (CISA 2024) launched a PQC Initiative to help businesses prepare for
migration. Big Tech companies like Google and Amazon are also experimenting with PQC
pilot projects and PQC protocols (2024).

The GAO highlighted potential gaps in the plan and consequently recommended the
Office of the National Cyber Director take charge of coordination in order to have one
single coordinator (GAO 2025). Although challenges remain due to the enormous scale
of the upgrades involved, the US, through technical standards, policy, legislation and
engagement with industry, is positioning itself to benefit from and protect itself from
quantum computing.

China: state-led quantum strategy and standard-setting

China has invested heavily in quantum research and development and regards it as a ‘stra-
tegic priority’ in its pursuit of technological superiority (Kania 2021, 922). China wishes to
secure its own data against quantum risks while benefiting from quantum capabilities to
upgrade its own cyber and intelligence-gathering capabilities (Radanliev 2024, 28; Hersh-
kovitz 2022). While the US emphasises public standards and private-sector implemen-
tation, China’s strategy is more centralised and entangled with national security
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directives. It is estimated that Beijing has invested several times more funds into quantum
technology than any other government (Kim and Monroe 2024) and has demonstrated
some of the most advanced quantum computing prototypes (Gao et al. 2025, 09060-
2). These investments have produced the world’s largest quantum research programs
such as Micius, the Chinese Quantum Science Satellite, along with the development of
national quantum laboratories. China has notably developed its own type of protection
against threats from quantum computing through Quantum Key Distribution (QKD) as
part of its cybersecurity strategy aiming to protect its military and government communi-
cations. China’s State Cryptography Administration is also developing Chinese PQC stan-
dards to be used in conventional networks in order to have quantum-resistant ‘next-
generation commercial cryptographic algorithms’ (GSMA 2025). The International Stan-
dards Organization (ISO) agreed to review a Chinese proposal on quantum-resistant
network security protocol related to wireless networks, seen as a victory in the technical
standards race (Peng 2024). This suggests that China is not content to simply adopt NIST’s
PQC algorithms but wishes to advocate for its own standards in international bodies as
alternatives to Western cryptographic norms (Sparkes 2025).

Chinese researchers are exploring offensive applications of quantum computing,
including how it can already be applied to break or weaken existing encryption. In
2024 Chinese researchers claimed the world’s first successful quantum attack on a
common encryption algorithm (Chen 2023) as proof-of-concept to demonstrate the risk
to even military-grade encryption. As this could be used in cyber offense, it raised
concern amongst US intelligence for Chinese espionage operations. China’s 2020 Encryp-
tion Law focuses on control and self-reliance in cryptography and classifies encryption
into core, common and commercial categories, imposing strict requirements that critical
data and state secrets are protected by government-approved encryption algorithms
(National People’s Congress of China 2020). This law, along with the introduction of
export controls, results in a tightly regulated environment where foreign cryptographic
products face import restrictions or must undergo security review (Zou et al. 2020).
Although China is not a party to the Wassenaar Arrangement, the main multilateral
export control regime, it has unilaterally implemented similar controls to prevent adver-
saries from acquiring its advances in quantum communications. This indicates a desire to
prevent adversaries from acquiring Chinese advances in quantum communications (Xu
et al. 2020). China’s national approach is thus characterised by state-driven innovation,
aggressive standard-setting, and securitisation of quantum technology. Through substan-
tial investments in research, developing laws and standards, and integrating quantum
into its national strategies such as ‘Made in China 2025’ and the 14th Five-Year Plan (Cree-
mers et al. 2022), China seeks to benefit from quantum computing as a shield and sword.

European Union: regulatory coordination and quantum resilience

Consistent with its broader approach to digital security, such as the Digital Operational
Resilience Act to strengthen the financial sector’s cybersecurity (European Parliament
and Council 2022b), the EU’s PQC response has been a coordinated one, including regu-
lations and support for research (European Commission 2023). Mindful that an encryption
breakdown risks Europe’s digital economy and privacy regime, the EU is coordinating a
harmonised transition to quantum-resistant security (European Union Agency for
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Cybersecurity 2021). The EU is proactively utilising its policy and regulatory powers to
prepare for a quantum future, although it is behind the US in pushing PQC standards
and lags behind China in quantum hardware investment.

In 2024, the European Commission issued a landmark Recommendation on Post-
Quantum Cryptography, urging all EU member states to adopt a unified proactive strategy
for transitioning to PQC (European Commission 2024). The Recommendation frames
guantum-safe encryption as vital for the security of citizens, the economy and the integ-
rity of the Digital Single Market. The Commission’s guidance includes developing an EU-
wide PQC transition roadmap by 2026, identifying priority sectors and systems that need
early upgrades, and ensuring interoperability of solutions across borders (GSMA 2025).
This high-level policy push is backed by the EU Agency for Cybersecurity (ENISA),
which recommends steps like incorporating crypto-agility into systems design (ENISA
2021). The EU-US Trade and Technology Council and Transatlantic Cyber Dialogues
have also included discussions on quantum security, reflecting an EU interest in aligning
with allies on standards and timelines (Rodriguez 2025).

While EU PQC-specific legislation is not anticipated in the current Parliament (Keane
2024), it is incorporating quantum resilience into its evolving digital regulatory framework
(Balarabe 2025, 749). For instance, the second Network and Information Security Directive
(Directive (EU) 2022/2555) requires providers to adopt ‘state of the art’ cybersecurity
measures (European Parliament and Council 2022a). This could be interpreted in the
future to include quantum-resistant encryption once standards mature. The EU 2079
Cybersecurity Act (European Parliament and Council 2019) similarly establishes a frame-
work for EU-wide certification of ICT products. Future updates to certification schemes
are likely to include cryptographic requirements that are quantum-safe, designed to
ensure that products on the European market gradually become PQC-compliant. The
2016 General Data Protection Regulation (GDPR) also mandates appropriate security for
personal data (European Union 2016). The European Data Protection Board’s (EDPB) gui-
dance on international data transfers noted that the strength of encryption and key
lengths must take into account the emergence of ‘new computing paradigms like
guantum computing’, suggesting that ‘appropriate’ encryption means considering the
shelf-life of the data’s confidentiality in light of quantum threats (EDPB 2021). This
forward-looking stance effectively pre-empts regulatory pressure on companies to
implement PQC for long-term data privacy compliance, even in the absence of a dedi-
cated PQC law.

Europe is also contributing to technical solutions on the standardisation front. The
German federal cybersecurity agency (Bundesamt fiir Sicherheit in der Informationstech-
nik 2021) and France’s security agency have each issued recommendations for interim
quantum-safe measures and are participating in international cryptographic standardis-
ation efforts (ANSSI 2023). The EU has funded significant research through its Quantum
Flagship programme, including a €1 billion investment in quantum technologies (Euro-
pean Commission 2023), alongside Horizon Europe projects focusing on PQC and QKD
pilots. EU bodies have also discussed the possibility of identifying European-prioritised
PQC algorithms to reduce the risk of dependency on foreign algorithms (European Com-
mission 2024).

The EU’s method is one of cooperative engagement and preventive regulation seeking
to legislate baseline requirements. The EU’s use of soft law such as Commission



JOURNAL OF CYBER POLICY e 7

recommendations also drives member states to act in concert. The EU’s work is relatively
transparent and collaborative, such as by sharing studies via ENISA and cooperating with
international partners on standards (European Commission 2018). The EU and the North
Atlantic Treaty Organization (NATO) have both notably encouraged post-quantum readi-
ness among their members as part of strengthening collective cyber defences (NATO
2024), recognising the need to secure military communications against quantum decryp-
tion. The EU as a civilian power complements this by focusing on civilian infrastructure
and legal frameworks.

Summary

Each major actor has taken significant domestic steps toward post-quantum cybersecur-
ity. The US has issued National Security Memorandum-10 to jumpstart the federal tran-
sition to PQC, China is rapidly building out a national QKD infrastructure and
promoting its own quantum cryptography standards, and the EU has adopted a coordi-
nated regulatory roadmap to harmonise its members’ shift to quantum-resistant security.
Yet, for all their ambition, these initiatives remain siloed within national or regional
boundaries and lack global coordination. The transnational nature of digital threats, cryp-
tographic dependencies and critical infrastructure vulnerabilities in an interconnected
digital ecosystem means that even the most sophisticated national strategies are
inadequate on their own. A single jurisdiction’s failure to upgrade an outdated encryption
system can serve as the weakest link undermining others’ security. The next section there-
fore turns to public international law and asks whether existing legal frameworks can
support the coordination needed to prevent fragmentation from becoming a systemic
vulnerability.

Public international law

Quantum computing poses novel challenges to existing international legal frameworks.
The difficulty is not that international law is wholly silent. Indeed, current rules were devel-
oped for technologically neutral cyber activity and therefore address quantum-related
harms only indirectly. Primary international law does not clearly regulate quantum-
enabled mass decryption below the thresholds of coercion, use of force or armed
attack. International law provides no coordinated framework for migration to PQC
across interdependent systems. Finally, it lacks clear mechanisms for interoperability,
mutual assistance and accountability when weakest-link failures create transnational
harm. The following subsections assess how existing instruments address these issues
and where lex ferenda development may be needed.

The Budapest convention

The Council of Europe’s (Budapest) 2001 Convention on Cybercrime is the most significant
international treaty addressing cyber offences. It facilitates cross-border cooperation on
crimes such as illegal access, data interference and digital fraud (Council of Europe
2001a). While the Convention does not explicitly mention encryption or quantum com-
puting, some of its provisions could be indirectly relevant. For instance, Article 6 requires
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parties to criminalise the misuse of certain hacking tools. In the future this could arguably
cover possession of illicit decryption capabilities, including using a quantum computer to
unlawfully decrypt data. The Convention’s mechanisms for law enforcement cooperation
through mutual legal assistance and data-sharing will be challenged should quantum-
driven cyberattacks escalate (Althobaiti and Dohler 2020). The Budapest Convention
mostly assumes that strong encryption is a protective measure for responsible state
actors, rather than a protection to be routinely broken by attackers (Council of Europe
2001b, 11). It does not address the scenario of a bad actor decrypting vast troves of
data, as such decryption was not immediately foreseeable nor feasible when drafted.
The Convention’s focus on crime and policing may need supplementing as quantum
threats emerge. For example, there could be agreements on sharing quantum forensics
tools, or on emergency assistance if a quantum-empowered attack occurs (Radanliev
2024, 28). A new UN (Hanoi) Convention against Cybercrime has been adopted (UN
2024) but concentrates more on ‘traditional’ cybercrime without specific mention to
quantum computing cybercrime. Overall, the Budapest Convention may therefore
remain useful for post-incident cooperation, but it cannot itself organise the coordinated
preventive migration to PQC that quantum risk requires.

The Tallinn manual 2.0

The principles of state sovereignty in public international law and the prohibition on
unlawful intervention apply to cyberspace. If a state or its proxies were to use quantum
computing to conduct massive cyber-espionage or sabotage against another state’s criti-
cal infrastructure, the question is whether that could be considered a violation of inter-
national law (Simmons 2014, 42; Garon 2018, 1; Nguyen 2018, 61). The influential but
non-binding Tallinn Manual 2.0 suggests that cyber operations resulting in significant
consequences can violate the target state’s sovereignty (Schmitt 2017b, 171-175), or
even constitute an attack under the law of armed conflict if the result is physical
damage or injury (Schmitt 2017a, 126, 156). Should the impact be non-violent but
purely data-centric, such as decrypting confidential communications or databases, this
would be akin to cyber espionage and Tallinn 2.0 would generally not consider this per
se prohibited by international law. This implies that a state using a quantum computer
to intercept and decode another state’s secret communications might not specifically
breach international law, as long as there are no violations of specific commitments
(such as treaties on non-interference) or cause effects crossing certain thresholds
(Schmitt 2017b, 168-176). This gap is problematic since quantum capabilities could
vastly amplify espionage and information theft (Schmitt 2017b, 168) and the international
community lacks a consensus on where to draw legal red lines. Some experts argue that if
sufficiently invasive, such activity might violate the principle of non-intervention (Buchan
2012, 211). However, that doctrine traditionally requires coercive effect which may be
difficult to demonstrate for passive decryption of intelligence.

As a matter of lex lata (existing law), the stronger view is that passive quantum-enabled
decryption, without coercion, physical effects or breach of a specific treaty obligation, is
unlikely at present to qualify as unlawful intervention under existing international law.
This article is of a contrary view that existing technology-neutral norms on sovereignty,
due diligence, human rights and state responsibility are already capable of addressing
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quantum-enabled cyber operations, and that the main problem is political will, attribution
and implementation rather than normative deficiency. That position has real force,
especially where quantum tools produce effects already captured by existing rules. The
difficulty is that many of the most disruptive quantum harms, especially mass decryption,
strategic intelligence exploitation and interoperability failures, remain below established
legal thresholds or fall between public and private regulatory frameworks (Truby 2026).

If guantum hacking directly enables military operations in armed conflict scenarios like
decrypting an enemy’s battlefield communications in real-time, then it merely becomes
part of cyberwarfare (Nguyen 2013, 1098). This would be governed by existing law of
war principles (distinction, proportionality, necessity) as applicable. Though the Tallinn
Manual did not specifically contemplate quantum computers, its rules would treat the
method of attack as generally irrelevant to legality where what matters are the conse-
quences. Thus using a quantum tool to disable another country’s power grid by breaching
encrypted controls would likely be seen as a use of force or armed attack, similar to a con-
ventional cyberattack of similar effect (Jensen 2002, 228). In summary, though the Tallinn
Manual’s influence is limited to academic and policy circles, it does help shape interpret-
ations that could become state practice over time (Duru 2023, 94). States face few legal
constraints in developing or amassing quantum attack tools, aside from broad norms
of due diligence to prevent internationally wrongful acts from their territory (O'Connell
2012, 190-191).

The Wassenaar arrangement and quantum export controls

One area where an international framework is more directly engaged with quantum
cybersecurity is in export controls of dual-use technologies. The Wassenaar Arrangement
(1996) is a multilateral regime in which 42 participating states (including the US and most
EU members, but not China) agree to control exports of certain sensitive technologies.
Wassenaar's control lists have more recently included some cryptography items and
been updated to cover quantum-related tech. Wassenaar controls now cover ‘quantum
cryptography’ devices (meaning QKD systems) (Groenewegen-Lau and Hmaidi 2024)
and proposals have been made and implemented through national rules to control
high-performance quantum computing hardware and components (Sparkes 2024). Prac-
tically, this means countries like the US, UK and EU states will restrict the sale of advanced
quantum computers or quantum-encryption devices to certain countries. The US has
added multiple Chinese quantum technology companies to its backlisted ‘Entity List’
on national security grounds, designed to prevent China’s military from gaining advanced
quantum capabilities (China’s Bureau of Industry and Security 2025). China has meanwhile
enacted its own export controls on quantum communication technologies. As China is
not part of Wassenaar it is not bound by the same multilateral rules. The Wassenaar
Arrangement thus reflects an emerging consensus among Western-aligned states that
some quantum technologies should be treated like munitions. This is a notable develop-
ment in international technology governance.

Export controls remain a blunt tool as they may slow proliferation but cannot prevent
determined states or non-state actors from developing quantum capabilities alone.
Indeed the 2025 DeepSeek disruption demonstrated how export controls can backfire.
US export controls on semiconductors designed to limit China’s technological growth
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in the field of Al drove Chinese technology developers to develop innovative work-
arounds which helped China not only develop its own competitor to major US generative
Al but also helped China reduce dependence on foreign technologies (Zhang 2024,
100098). Export controls only attempt to manage the spread of quantum capabilities
and do little to protect against the actual use of such technologies. Competing strategic
interests also limit Wassenaar’s universal applicability. While regimes like Wassenaar and
national export laws have begun to address quantum technologies, they focus narrowly
on trade and do not comprehensively tackle the security externalities of quantum com-
puting such as an arms race or stability risks. Export controls may slow proliferation,
but they are not a substitute for coordinated international rules on adoption, interoper-
ability and responsibility.

International human rights and data privacy treaties

Another angle is the potential impact of quantum decryption on human rights obligations
especially the right to privacy. If cybercriminals or state agencies managed to decrypt per-
sonal data at scale, this threatens the privacy of communications currently protected
under instruments like the International Covenant on Civil and Political Rights (UN 1966).
Human rights law requires surveillance or interception to be lawful, necessary and propor-
tionate. While quantum technology does not change those principles, it could render
existing encryption-based privacy protections ineffective, putting pressure on states to
update laws. One could imagine future arguments that states have a positive obligation
to their citizens to maintain adequate cybersecurity including against quantum threats,
akin to ensuring safety against foreseeable risks (Gross 2015, 481). Data privacy regimes
such as the Council of Europe’s Convention 108 or the EU’s GDPR are indirectly
pushing in this direction by recognising quantum in guidance. The slow development
of international human rights law has meant that there has not yet been any explicit
norm about ‘quantum resilience’ as a right. However, as encryption has been deemed
crucial for privacy and freedom of expression in the digital age, a quantum-induced
erosion of encryption might prompt an international law discussion towards norms
against unlawful mass decryption (Van Daalen 2023). Human rights law strengthens the
case for quantum-resilient security, but it does not yet supply a concrete international
framework for coordinated cryptographic transition.

Soft law norms and confidence building measures

Over the last decade, states have made some progress in articulating voluntary norms of
responsible state behaviour in cyberspace. The 2015 report of the UN Group of Govern-
mental Experts (GGE) (UN Secretary-General 2015) set out 11 norms endorsed by the
UN General Assembly. These call on states not to attack each other’s critical infrastructure
in peacetime and to assist other states when asked to mitigate cyber incidents (UN Sec-
retary-General 2015, Articles 11 and 13). Some of these norms may be relevant despite
omitting specific mention of encryption or quantum computing. One norm, for instance,
urges states to not allow their territory to be used for intentionally wrongful acts using
ICTs (UN Secretary-General 2015, Articles 13c). A state orchestrating quantum decryption
attacks on another state’s critical systems would violate the spirit of this norm (Schmitt
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20173, 87). Another norm encourages exchange of information and best practices (UN
Secretary-General 2015). One can envision the extension of this norm to include
sharing threat information about quantum vulnerabilities or cooperating on standards.
However, these norms are non-binding and have no enforcement mechanism. Ongoing
talks in the UN Open-Ended Working Group on ICT (2021-2025) (United Nations Office
for Disarmament Affairs, n.d.) similarly have not focused on quantum issues, instead
focusing more on general cyber capacity-building and existing norms implementation.

With the international law landscape appearing to be inadequately prepared for
advances in quantum cybersecurity, the impact of quantum computing as a potential ‘stra-
tegic shock’ could be akin to the advent of nuclear weapons, thus requiring global
cooperation before quantum cyberattacks escalate (Bergeron 2026). There is currently no
international treaty or agreement specifically addressing the weaponization of quantum
computing or the need for collective action to secure cryptography. Existing instruments
like the Budapest Convention cover certain cybercrimes but not state activity. Export
control regimes cover hardware but not behaviour and norms cover general responsibilities
but not quantum-specific threats. This gap is starting to be noticed. NATO and the G7 have
at least ‘encouraged’ the adoption of PQC as a matter of good practice. The world’s ability to
maintain cybersecurity and stability in the quantum era will likely depend on developing
new norms or even treaties. These soft-law processes could support future quantum gov-
ernance, but in their present form they are too general to solve the weakest-link problem or
to establish binding duties to adopt interoperable post-quantum protections.

Private international law

Private international law does not remove the need for public international coordination.
Transnational regulation, contractual compliance and data protection rules are instead
likely to drive uneven and market-shaped forms of post-quantum migration, which
may accelerate adoption in some sectors while deepening fragmentation in others.
This section therefore examines how private law mechanisms may both reduce and repro-
duce quantum cybersecurity risk across borders.

Corporate cybersecurity standards and liability

Companies operating internationally are increasingly expected by regulators, customers
and shareholders to maintain ‘state of the art’ cybersecurity (Luo 2022, 361), including
quantum-resistant encryption where appropriate. The EU’s GDPR serves as an example
by requiring organisations to implement security measures appropriate to risk (Article
32) or face substantial fines. Meta, for instance, received a record-breaking fine of €1.2
billion from Ireland’s Data Protection Commission in May 2023 for data transfer infringe-
ments under the GDPR (Irish Data Protection Commission 2023). Should experts warn that
certain sensitive personal data like health or financial records will remain confidential for
years, then failing to protect that long-term confidentiality against known threats (such as
future quantum decryption) could be seen as a compliance lapse (Bruno and Spano 2021,
72). The EDPB has already cautioned data exporters to account for quantum computing in
their choice of encryption, warning that current public-key algorithms’ protective power
will ‘decline over time due to...the emergence of new computing paradigms like
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quantum computing’ (EDPB 2021). It notes that authorities might ‘store [encrypted data]
until their resources are sufficient for decryption’ (meaning harvest-now-decrypt-later)
and that supplementary measures should be implemented so that even future decryption
would not violate privacy. This guidance effectively puts multinationals on notice to
legally safeguard personal data in international transfers plan for PQC. Failure to do so
could risk GDPR violations or liability if a breach occurs via a future quantum-enabled
attack.

Beyond data protection there are corporate governance and tort law risks to be con-
sidered. Board directors have fiduciary duties to manage material risks and cybersecurity
is now a board-level risk (Gale, Bongiovanni, and Slapnicar 2022, 102840; Ernst and Young
2024). As awareness of the quantum threat grows, one could foresee shareholders or cus-
tomers taking legal action if a company negligently ignores the need to transition its
security, thus resulting in a breach (Dynkin and Dynkin 2018, 23). A financial institution
that continues to use RSA encryption for a long-term sensitive dataset and whose data
is decrypted by adversarial quantum computing may face lawsuits for failing to adapt
to well-publicised standards. The doctrine of negligence per se could even apply if regu-
lators have by then mandated PQC (Trautman and Ormerod 2017, 1231). Cyber insurers
might also start inquiring whether insured entities have migration plans to limit future
quantum-related breach claims, much as they ask about ransomware defences today.

The International Organization for Standardization (ISO) and the International Tele-
communications Union (ITU) are working on standards for PQC and QKD interoperability,
which are likely to become reference points in commercial contracts and procurement.
The concept of ‘security by design’ reinforces this trajectory by encouraging organisations
to specify quantum-resistant encryption requirements at the earliest stages of system
design, procurement and contracting. Global firms may need to support multiple crypto-
graphic regimes across markets, increasing cost and compliance complexity if inter-
national standards diverge. Contracts for cloud services, outsourcing and data
processing are therefore likely to include stronger clauses on cryptographic agility and
future PQC upgrades (Campagna, Goldsborough, and O’'Donnell 2024; Canadian Centre
for Cyber Security 2024). Similar to how contracts began mandating compliance with
GDPR or with cybersecurity frameworks like ISO 27001, one can now expect to see emer-
ging language about ‘quantum-resistant encryption’ in long-term outsourcing agree-
ments to ensure future-proofing (Ward 2024). ISO/IEC 4879:2024 now provides
vocabulary for quantum computing and standards are expected shortly. A failure to
implement PQC in cross-border contracts could even lead to breaches of implied warran-
ties of security or service level agreements (Elvy 2023, 1177).

Data privacy and cross-border data transfers

Immediate private law implications relevant here are the data privacy regulations and the
legality of international data transfers given the potential quantum cybersecurity impact.
The Schrems Il ruling (Court of Justice of the European Union 2020) invalidated the EU-US
Privacy Shield in part because of the risk of US surveillance on EU personal data. Encryp-
tion was one mitigating factor considered to protect data in transit in the case. It should
cover the entire data lifecycle including data at rest, data in transit and data in use. Euro-
pean regulators (EDPB) in their post-Schrems Il guidance imply that if data needs to stay
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confidential for a sustained period then exporters must consider whether encryption will
hold up that long or whether additional measures are needed. Transfers of highly sensi-
tive data to jurisdictions with active quantum computing programs may be deemed non-
compliant unless protected by quantum-safe encryption. For example, an EU company
sending health data to a processor in a country might be required to encrypt the data
with a PQC algorithm (or use QKD-based links if feasible) to satisfy GDPR standards,
especially if the country’s intelligence agencies are suspected of data collection (Bolatbek-
kyzy 2024, 286). This would encourage PQC adoption across borders in order to comply
with regulations, essentially using privacy law to compensate for the lack of an inter-
national security guarantee. Some scholarship suggests going as far as amending the
GDPR itself to ‘embed post-quantum encryption requirements dynamically’ (Bruno and
Spano 2021, 72). If the EU were to legislate mandated PQC for certain categories of
data or after a certain date, given the GDPR'’s influence, a ‘Brussels effect’ may result in
global companies and other jurisdictions following suit.

Critical industries, cross-border regulation and confiict of laws

Industry-specific transnational regulatory structures will also be impacted by quantum
risks. As illustrated by the Basel/IOSCO cybersecurity guidelines, the banking sector is
expected to manage emerging risks to financial stability (Committee on Payments and
Market Infrastructures and 10SCO 2016; Basel Committee on Banking Supervision 2018).
Banks operate across borders and rely on secure communication such as the SWIFT
network for interbank transfers. If one country’s banking regulator starts requiring
quantum risk assessments and PQC transition plans, multinational banks will have to
implement them globally for consistency. Some financial authorities are already
moving in this direction. Israel's central bank in 2022 instructed banks to assess
quantum vulnerabilities (Bank of Israel 2025) and Switzerland’s FINMA (2022) has dis-
cussed quantum-readiness as part of operational risk. Companies often comply with evol-
ving laws by meeting the most stringent requirements everywhere they operate, leading
to de facto global standards. The SWIFT assessment framework will likely need updating
following quantum technology’s impact on the SWIFT system (SWIFT 2024).

Differing national timelines for quantum readiness could additionally create a conflict-
of-laws issue or trade barriers, similar to a risk of fragmentation should standards between
states diverge. A multinational enterprise intending to comply with multiple national
standards will need to implement both types of algorithms in its products. Although
this can be achieved, it may be an expensive option and may cause security complexities
(World Economic Forum 2024). There could also be patent or intellectual property issues.
Should a country’s PQC algorithm be proprietary then global usage may raise licensing
questions. Private law may need to resolve liabilities such as if PQC algorithm is discov-
ered to be flawed. These questions may lead to new contractual clauses and industry
agreements to allocate risk (Balarabe 2025, 794).

Supply chain and product liability

Quantum-proofing is a supply chain concern since companies procuring software or
devices internationally will place requirements on vendors to provide quantum-safe
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security, particularly for products with long lifespans. Should a vendor fail to upgrade and
there is a resulting breach then there will likely be issues of product liability or potential
warranty claims. Vendors will have to address third-party risks and, since ultimate respon-
sibility stays with the data owner, this will require advanced monitoring to ensure
guantum-resistant mechanisms are effective. Regulators may consequently intervene
through certification requirements and global manufacturers will have to meet the
highest common denominator of crypto requirements to access global markets.
Indeed, the US has signalled through the NIST and NSA activities discussed above that
devices should implement PQC by the 2030s for government use, and the EU through
its certification schemes may introduce similar procurement requirements. Manufacturers
will inevitably write these obligations into their contracts with component suppliers
which will result in a contractual chain enforcing PQC compliance.

In summary, the private international law landscape is proactively shifting to address
quantum risks arguably even faster than public international law. Data protection auth-
orities very much have this on their radars, including in the UK, Germany, Canada and Aus-
tralia. Industry regulators and standards bodies are also integrating quantume-resilience
into their rules and recommendations which in turn drives corporate behaviour. Multina-
tional companies face a significant compliance challenge but there is an opportunity for
leaders adopting PQC to assure clients and regulators of quantum-safe security in order to
gain a competitive edge. Those who lag may face legal liability, regulatory penalties or
exclusion from lucrative markets. One legal implication for critical infrastructure operators
and multinationals is the concept of ‘reasonable security’ as a moving target which means
failing to move toward PQC could be deemed unreasonable in hindsight. This puts a
premium on monitoring legal developments across jurisdictions. Although the private
sector and private law mechanisms may push the world toward quantum-readiness
despite slowly formalising public law consensus, without overarching coordination
there is a risk of inconsistency and security gaps.

Towards a coordinated international response

The first priority is coordinated migration to PQC. States, regulators and standards bodies
should align common timelines, interoperability requirements and risk-based sequencing
for critical infrastructure, public administration and long-lived sensitive data. In practice,
this means inventories of vulnerable cryptographic systems, phased migration plans,
cryptographic agility and hybrid deployment during transition. Legal frameworks in pro-
curement, certification, data protection and sector-specific cybersecurity regulation
should be used to support this transition rather than waiting for Q-Day to force reactive
compliance. A practical engineering strategy to mitigate quantum decryption risk begins
with crypto-agility and hybrid implementation. Organizations should first inventory all
cryptographic systems to identify which applications use algorithms vulnerable to
quantum attack. They can then deploy a hybrid cryptography approach (Ricci et al.
2024, 23206). Quantum-resistant mechanisms must be implemented across all layers,
not just in software but also in hardware, firmware, applications and operating systems.
Deployment of PQC thus mandates a re-evaluation of infrastructure capacity (Pote and
Bansode 2025, 549; Jung and Oh 2024, 3360). A phased rollout is advisable through prior-
itising high-value and long-lived data (such as confidential records or critical
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infrastructure communications) for early migration to PQC and establishing secure update
mechanisms for Internet of Things (loT) or embedded devices that require firmware
updates. By planning for these technical steps, organizations can methodically achieve
a quantum-safe encryption posture before Q-Day arrives (Bishwas and Sen 2024).

The second priority is legal coordination. Existing law can address some quantum-
enabled harms, but it does not yet provide clear rules on large-scale decryption, duties
of notification or cooperation obligations in response to quantum-related incidents.
New legal instruments, interpretive guidance or coordinated soft-law norms should there-
fore clarify state responsibilities, mutual assistance expectations and baseline commit-
ments to protect critical systems and sensitive cross-border data against foreseeable
quantum risks. A further challenge is the likely emergence of PQC sovereignty. As
states seek trusted control over algorithms, certification and cryptographic supply
chains, post-quantum governance may fragment into competing blocs. That develop-
ment may be strategically understandable, but it risks undermining interoperability and
deepening weakest-link vulnerabilities. International coordination is therefore needed
not only to improve security but also to prevent geopolitical competition over crypto-
graphic autonomy from destabilising the wider digital order.

Conclusion

This article has argued that existing public and private law frameworks remain relevant
but insufficient. They address aspects of cybercrime, export control, sovereignty,
privacy and compliance, but they do not yet provide a coherent framework for
quantum-enabled mass decryption, coordinated migration to PQC or responsibility for
weakest-link failures. The central implication is that legal and technical transition must
proceed together. States, regulators, standards bodies and private actors should coordi-
nate interoperable post-quantum standards, shared migration timelines and legal instru-
ments or agreed norms before Q-Day. Without such coordination, the emergence of PQC
sovereignty may deepen fragmentation and undermine collective security. With it, the
transition to quantum-safe systems can strengthen rather than destabilise the inter-
national legal order. Quantum computing does not simply pose a new technical chal-
lenge. Rather it exposes a structural weakness in the international legal order, which
relies on interdependent cryptographic systems that are currently vulnerable to a stra-
tegic shock, comparable in strategic and technological significance to the deployment
of nuclear weapons. While preparedness is developing through fragmented national
and sectoral responses, we argue that existing public and private law frameworks
remain relevant but ultimately insufficient.

A primary deficiency in lex lata (existing law) is that international law does not clearly
regulate quantum-enabled mass decryption below the thresholds of coercion, use of
force or armed attack. While the Tallinn Manual 2.0 suggests that cyber operations result-
ing in physical damage violate sovereignty, it generally does not consider passive decryp-
tion of confidential communications such as ‘harvest now, decrypt later’ operations to be
prohibited per se. This implies that a state using a quantum computer to decode another
state’s secret communications might not breach international law under current
interpretations, provided no specific treaty obligations are violated. Consequently, the
case for treating large-scale quantum decryption as internationally wrongful is largely
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lex ferenda, depending on future state practice and the recognition of systemic harms
caused by strategically consequential decryption at scale. The reliance on the Wassenaar
Arrangement as a primary tool for quantum governance highlights further legal limit-
ations. As a multilateral export control regime, Wassenaar focuses narrowly on the
trade of hardware and dual-use technologies, but it cannot prevent determined states
from developing indigenous quantum capabilities. Furthermore, major actors like China
are not parties to the arrangement, leading to a landscape of unilateral, retaliatory con-
trols that may fuel international tensions and drive technological workarounds. This frag-
mentation risks the emergence of ‘PQC sovereignty’, where states seek trusted control
over their own algorithms and supply chains, potentially undermining global interoper-
ability and deepening weakest-link vulnerabilities in the interconnected digital
ecosystem.

Preserving cybersecurity and legal stability in the quantum era requires a coordinated
international response that moves beyond technologically neutral norms. Public inter-
national law lacks clear mechanisms for mutual assistance, interoperability and account-
ability when weakest-link failures create transnational harm. There is a compelling
argument that states may eventually be seen as having a positive obligation to maintain
adequate quantum resilience to protect the fundamental right to privacy and the integrity
of critical infrastructure. Legal and technical transformation must occur in tandem. States
and international bodies should prioritize the development of new legal instruments or
agreed norms that clarify state responsibilities regarding mass decryption and establish
shared timelines for migration to PQC. Without such coordination, the transition to the
quantum era will likely destabilize the international legal order. A proactive multilateral
framework can positively strengthen collective security against a borderless quantum
threat.

Note

1. For current computers, it is easy to multiply two very large prime numbers and reach the
result. However, vice-versa (factoring out very large prime integers) is not easy. This is the
logic upon which RSA is built. RSA includes not only RSA public-key encryption but also
RSA digital signature (where RSA is heavily used).
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