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Critical Maritime Infrastructure





Implications

• Disruptions to critical maritime infrastructure (ports, shipping,

submarine cables, offshore energy infrastructure) can weaken

supply chain resilience, which in turn affects the availability

and affordability of energy and food.

• Environmental Security- Oil spills ; Offshore infrastructure

accidents





Reported Incidents



Significance of SCS for global shipping & trade

• 80% of global trade by volume is transported by sea.

• The South China Sea carries approximately one third of global
shipping

• $5.3 trillion worth of goods transits through the South China Sea
annually (China Power, How Much Trade Transits the South China
Sea?, 2026)



Submarine Cables Traffic in SCS





Closing Remark!

Unlike many traditional South China Sea issues, which concern

maritime boundaries and the exercise of jurisdiction, cyber threats

do not respect maritime boundaries.

A cyberattack on critical maritime infrastructure can have

transboundary and cascading effects across shipping, energy,

communications, and supply chains, while the difficulty of

attribution complicates legal accountability and response.

This makes cooperation, not just jurisdiction, a key element of

resilience.
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